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Access Control Policy — URL filtering and APP control
First, enable URL filtering and APP control in your Gateway properties

Columns: |® General -] #+ N X | & saipts+ 2 Adions~ £ Monitor || Q Search... Y
Status Name P Version Active Blades Hardware+  CPU Usage Recommended Updates Comments
(] €8 Management 172.16.104  R80.10 w @B Openserver & 18%  10upda vailable

D ThreatEmulation 17216101 R80.10 2999 . Opensever @ 6% 10 updates available

Check Point Gateway hreatEmulation

(General Properties:
Network Management |~ Machine
NAT Name [ThveatEmuiation ] Color
HTTPS Inspection
HTTP/HTTPS Proxy 1Pv4 Address: [172.16.10.1 Resolve from Name | (] Dynamic Address
Anti-Bot and Anti-Vius »
Threat Emulation 1Pv5 Address: | ]
Threat Exraction
Platfo Portal Comrt: |
UserCheck Secure Intemal Communication:  [Trust established Communication...
Mail Transfer Agent
IPS Platfomn
Monitoring Software bl
Logs Hardware: | Open server +| Version: [R80.10 | 0s:|Gaia v| | Get
Fetch Policy
Optimizations
Hit Count
Other Network Security (9) Management (0)
Fitewall PS Advanced Netwarking & Clustering:
[J1PSec VPN nti-Bot © Dynamic Routing
Policy Server ntivinus O SecurexL
[ Mobile Access hreat Emulation Claes
[ Appiication Control hreat Extraction Maritoring
I URL Fitering [ AntiSpam & Email Secuiiy
Summary | Tasks Errors [ Data Loss Prevention [identity Awareness
[ Content Awareness
ThreatEmulation
IPv4 Address: 172.16.10.1 Open se @ Data Loss Prevention
Access Control Policy: Standard Innovative Data Loss Prevention Software Blade, using advanced technologies to
prevent suspicious leakage of sensitive data.
11/15/2019 12:22 PM
Threat Prevention Policy:  Standard ( >
11/14/2019 2:20 PM
o i Conce

Inside the Security Policy click + sign

Standard
=X Install Policy | [ Actions ~ Y
« Access Control
~ N Policy No. Name Source Destination VPN Services & Applications _ Action Track
€ Network 1 & Threatemulation * Any * Any @© orop B tog *  Policy Targets
< o & CP_default Office Mode_a. O Attt
222 T . — - -

In R80.XX you can Manage Layers of your policies. We will configure that.
Click Manage policies and layers.

~=
~ | @ obje

BCICEIEIRSN  Manage Policies

|® Recent | g, a1 |

L]

Recent Policies W% Manage policies and layers...
Name Policies Gateways
I Standard 5 & Allgateways
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Manage policies and layers O 0O x
“
B, Policies @ open | ¥ N X | 2 Adions~ || Q Search... 1item
& Layers
o Name + Access Control Threat Prevention QoS Desktop Security Policy Targets Comments
L.. Standard v * All gateways
@p Open
¥ New..
N | Edit..
X Delete
|_,“ Actions »

-> Select Access Control and Threat Prevention. However, for access control we are going to split (Firewall
blade and app control/url filtering ones). That would be our policy package.

Manage policies and layers =13
“
[\, Policies @ open | ¥ N X |2 Actions~ || Q Search... 1item
& Layers
o Name 4« Access Control Threat Prevention QoS Desktop Security Policy Targets Comments
R‘ Standard v v All gateways

Policy Q 0| x
. _ Standard
Enter Object Comment

General Policy Types
Installation Targets [v] L.I Access Control [V L.F' Threat Prevention
A= Access Control 1 | Network Blades: 222 =-
VPN Traditional mode
+ 2 app Blades: 98 =5
L.E Threat Prevention
+

& Add Tag
Close
oK | ‘ Cancel
Double click Network and check only Firewall.
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. _ Standard
Enter Object Comment 1 item
General Policy Types

Installation Targets

v L.I Access Control [ L.F' Threat Prevention

[\® Access Control 1 Network = Blades: ==
VPN Traditional mode
+ |2 app Blades: 8 =
Layer Edit
A% Threat Prevention e Q 0
+ s Network
1N\ Enter Object Comment
@ Add Tag General Blades
Advanced ] Firewall
Permissions [] Applications & URL Filtering
[} Content Awareness
|
["] Mobile Access
Preview:
lestination VPN Services & Applications Action Track Instal
Sharing
[} Multiple policies and rules can use this layer
& Add Tag
oK l } Cancel
Click + under Access control to create a new layer for app control/url filtering.
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Policy Q @/ x 0o x

. . Standard
Enter Object Comment 1item

General Policy Types
Installation Targets [~ L.! Access Control [ L.P' Threat Prevention
A= Access Control 1  Network Blades: 222 =
VPN Traditional mode
4+ 2 | app Blades: B8 =k
Q | ‘ 4 New Layer...

B Threat Preventiod
Layer Comment

@ Add Tag

Close

Select only Application and URL filtering
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@  app
N

N Enter Object Comment

General Blades
Advanced [ ] Firewall
Permissions [v| Applications & URL Filtering

[ ] Content Awareness

[] Mobile Access

Preview:

estination VPN Services & Applications Track Instal

Sharing

|_| Multiple policies and rules can use this layer

& Add Tag

0K | ‘ Cancel

Right after you click Ok, you will see your Policy Package as show on the screenshot.
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NeLLEG RS Manage Policies %

4

+ Access Control

- I\R Policy |

Y‘/ Network

€ app

26 NAT
+ Threat Prevention
L[] Policy

:® Exceptions

Shared Policies
» @ Geo Policy
& HTTPS Inspection

& Inspection Settings

Your firewall policy is different from URL and App control. You can select both blades to be under
one tab. But for the purposes of learning, we are splitting them.

Firewall and Application and Url filtering inside one layer
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Layer Editor

< . Network

N Enter Object Comment

General Blades
Advanced || Firewall
Permissions Applications & URL Filtering

[ ] Content Awareness

[] Mobile Access

Preview:

estination VPN Services & Applications Action Track Instal

Sharing

|| Multiple policies and rules can use this layer

& Add Tag

OK | | Cancel

Creating Application Control and URL filtering rules.

Click app layer, and create a rule as you would in a policy tab.

Standard ¥ WQUENERENMESSNESEN 4
“

= = = -
= = oL = Install Policy | [ Actions ~ Y
~ Access Control -
~ A Policy No. Name Source Destination VPN Services & Applications Action Track Install On
€ Network 1 Cleanup rule * Any * Any * Any * Any @ Accept [El Extendedlog % Policy Targets
A app B Accounting

5 NAT

~ Threat Prevention
8 Policy
i@ Exceptions

Shared Policies

» @ Geo Policy
& HTTPS Inspection
# Inspection Settings

In URL/APP control it's recommended to use blacklist. Everything is allowed, unless specifically
blocked.
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As a cleanup rule we have “allow any any accept”.

You create a rule above your cleanup rule, and specify apps you want to block.

[—
==X Install Poll 2 Actions .
e T ~ @& S| F New.~
™ Name Source Destination VPN Track Install On
1 ~ B UPN_test_machine * Any * Any Dron El 100 SolicuTacaat Networks 2
oD m
2 Cleanup rule * Any * Any * Any * Any * A~ | Q faceboo|
+ B} Facebook Facebook
FRGEBIGK Apps Primary Category: Social Networking Risk: £ Low
® FaeEBogk business
Facebook is 3 social utility that helps connect communities of people togeth
® FaeeBask Education Facebook also has a plethora of widgets and applications to enhance y

® EEEEBEEK Entertainment experience with tools, games, and fun things to do by yourself or with friends.

> FaeEBIK Friends & Family

Match By
® FEeEBEsk Games

- Application Signature

FaeeBgsK Groups . Services:
® FEeEBokK Lifestyle g htp (tcp/20)
> https (tcp/443)
e 388l Messenger HTTP_proxy (tcp/8080)
© FaEBEBK Messenger-download @ HTTPS_proxy (tcp/8080)
% udp/33000
© FaE@B88K Messenger-upload o udpaz

FaeeBogk Social Plugins
® FaeEBesk sports
FaeEBE6K Touch
® FEeEBEK Utilties

More Info

27 items

Apart from just blocking the whole “Facebook” related stuff, you can only block specific things related to
Facebook. For example, Facebook Games, while leaving the access to Facebook.

- -
= =X Install Poli Actions * Y
* Ldl=] — & | ¥ New.-
No. [ Source VPN Track Install On
1 . B VPN _test_machine * Any * Any ® Facebook Games F..@ =N SaliciTaaat Networks
x
* All- [ Q faceboo oY
2 Cleanup rule * Any * Any * Any * Any
+ [Ei Facebook Bl Facebook
K3 Facebiak Apps Primary Category: Social Networking Risk: £1 Low
® FaeEBoK Business
_ Facebook s a social utilty that helps connect communities of people togeth
® Fakebosk Education Facebook also has a plethora of widgets and applications to enhance yc

© [FEBEEBEBK Entertainment experience with tools, games, and fun things to do by yourself or with friends.

® FEeEBEgK Friends & Family

Match By
v ® Facebook Games

- Application Signature

FaeBask Groups - Services:

® FEEBEEK Litestyle © hitp (tcp/80)
@ https (tcp/443)

© FaeEbesk Messenger HTTP_proxy (tcp/8080)

© FaeEBsK Messenger-download @ HTTPS_proxy (tcp/8080)
% udp/33000

© Faeebotk Messenger-upload 4 udp/ad3

B3 Faeebobk social Plugins

> FaeeBEsk sports More Info

K3 Faceboak ouch
® FEeEBEsK tilties

27 items

You can select categories. Websites that fall under certain category will be blocked.

Manage Policies
Q search

— x|z = Install Policy | [ Actions ~ Y -a # Newo e
Lll Policy No. Name Source Destination VPN lions ~ Action Track Install On

£ Network 1 “ B VPN_test_machine * Any * Any % Facebook Games () Dion El i & DolicTaccat, Networks

o R Q seoen. Yo
56 NAT 2 Cleanup rule * Any * any * Any * any * | A
reat Prevention % Senices P8 #hashtags
N Policy 3 Applications & Sites Primary Category: Twitter Clients Risk: 3 Very Low
i Bxceptions | ERS Hashtags are a community-driven convention for adding additional context an

K& 1000memories metadata to your tweets. They're ke tags on Flicks, only added inline to your pos
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Name Source Destination
1 “ B VPN test machine * Any
2 Cleanup rule * Any * Any

Install Policy | [ Actions ~

VPN

* Any

* Any

Set

® Facebook Games

* Any

es & Applications  Action

4 Search..
T -a # New..w
Track Install On
@ Diop 5l 1og [ — Networks
¥ Categories ~ | Q Search. *
® Google Plus Widgets ® Alcohol & Tobacco 0applica

Government / Military
Greeting Cards
Hacking

Hate / Racism

Health

High Bandwidth
High Risk
Illegal / Questionable
Iilegal Drugs

Inactive Sites

Instant Chat

Instant Messaging
1PTV

Job Search / Careers

¥ Lifestyle

TGP IFPIIT

115 items

This category includes URLs that are related to the sale, promotion, or
consumption of alcoholic or tobacco (tobacco related) products. This also
includes sites that contain cocktail recipes and home brewing instructions.
Examples: http://www.wine.com, http://www.smokers.com, http://
wwwfinckcigarcompany.com

Match By
* Site category
« Services:
@ http (tcp/80)
@ https (tcp/443)
HTTP_proxy (tcp/8080)
@ HTTPS_proxy (tcp/8080)

Relevant Blades
' URL Filtering

More in depth configuration can be found at Manage and settings -> Blades -> Application Control and URL

Filtering -> Advanced Settings

» $# Permissions & Administrators

a General

¥ Preferences
) Sync with UserCenter

[ Advenced Settings...

0 Content Awareness

| Advanced settings

Threat Prevention

[ Advanced ettings.

@ Data Loss Prevention

Configure i rtDashboard.

"= Mobile Access

Configure in SmartDashboard.

q Compliance

Management API

Advanced Settings.

[ settings... | [ inactive Objects

Dl Blades —

o | Global Propettes... | | Inspection Settings...
» [& Sessions

£ Revisions

@ Tags EE Application Control & URL Filtering

General

Check Point online web service

ntrol & URL Filtering Settings

Fail mode
In case of internal system error:
Allow all requests (fail-open)
® Block all requests (fail-close)

URL Filtering

 Note: The following features are available for R76 gateways and above.

[] Categorize HTTPS websites

[¥] Categorize cached pages and translated pages in search engines @

Connection unification

Session unification timeout (minutes)

Application Control Web Browsing Services

All web applications are set to be matched on the following services:

+ %
Name
@ nttp
@ nttps
@ HTTPS_proxy
HTTP_proxy

(] Enforce safe search on search engines @

[180

Q search...
Comments
Hypertext Transfer Protocol
HTTP protocol over TLS/SSL

ok || cancel
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