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First, we need to create mandatory rules to harden our security policy.

Stealth Rule

To do so, we need to create a Stealth rule. (All traffic that is not from your internal network will be
dropped and your admins will be alerted)

Standard > WEUELEFERSESSEGE 4+

“«

= = = -
= = = Install Policy | [ Actions ~ Y
~ Access Control -
-\ Policy No. Name Source Destination VPN Services & Applications  Action Track Install On
£ Network 1 “ <& Management_Net D ThreatEmulation * Any * Any @ prop B tog * Poliy Targets
Alert
< app °
- Missing cleanup rule - Unmatched traffic will be dropped and not logged.
£ NAT

Management_Net — 172.16.10.0 /24 (Internal Net from which | manage my Firewall)
Then right-click Management_Net ->

BRI Manage Polides >

== Iz = Install Policy | [ Actions » Y
~ Access Control
- N Policy No. Name Source Destination VPN Services & Applications  Action Track Install On
€ Network 1 “ <& Management Net D ThreatFmulation * Any * Any @ Dbrop B Log # Policy Targets
< app Edit Object... O At
o NAT Group Selected Objects,.,  Ule - Unmatched traffic will be dropped and not logged.
~ Threat Prevention Clone...
L.l Policy Remove
i@ Exceptions Edit | Cut | Copy | Paste |
[ | Negate Cell
Shared Policies Where Used...
» @ Geo Policy Add Legacy User Access...
& HTTPS Inspection
== z = Install Policy | [ Actions » Y
~ Access Control
~ N Policy No. Name Source Destination VPN Services & Applications  Action Track Install On
£ Network 1 “ B esot- D ThreatEmulation * Any * Any @ orop E Log % Policy Targets
< <& Management_Net O Alert
6 NaT Missing cleanup rule - Unmatched traffic will be dropped and not logged.

~ Threat Prevention
AR Policy

i@ Exceptions

Once it’s negated, everything else will be dropped trying to connect to our Gateway, except for
Management_Net.

Cleanup Rule

Cleanup Rule — drops all traffic that wasn’t matched with other rules. Cleanup rule always placed last in the
security policy.
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artConsole

Standard
“ Q Ssearch.
« Access Control ==X s poey] 1 ihcons T -a # New..w
~ A Policy No. Name Source Destination VPN Services & Applications _ Action Track Install On
< Network 1 “ D Threatmulation * Any * Any ® orop B tog * PolioyTargets Networks
< ap & Management_Net © nert & IPY6_Link Local Hosts
BSnar 2 “ <& Management_Net * Any * Any * Any D Accept B Log * Policy Targets & Management.iet
- Threat Prevention FRRERN * Any * Ay * Ay * any ® owp B 1o * poliyargets
n Policy
i@ Exceptions
Shared Policies ek SO
» @ Geo Policy A . 192.168.1.0_Secured
& HTTPS Inspection Enter Object Comment
# Inspection Settings
General  |Pv4
NAT Network address: (19216810 |
Net mask: (552552550 |
Broadcast address:
@ Included
O Notincluded
IPv6
Network address: | |
Prefixc [ |
# Add Tag
ok | [ cancel .
Summary Details Logs History 7 R ——————
“~ ‘!. IPv6_Link_Local_Hosts
m o # Createdby:  admin B ot R bt | ] 1PV link-local addresses

Then, we add that object to rule 2

Then fill the policy with the rules needed for your environment.
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