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First, we need to create mandatory rules to harden our security policy.  
  
Stealth Rule  
  
To do so, we need to create a Stealth rule. (All traffic that is not from your internal network will be 
dropped and your admins will be alerted)  
  

 
  
  
Management_Net – 172.16.10.0 /24 (Internal Net from which I manage my Firewall)  
Then right-click Management_Net -> Negate  
  
  

 
  
->  
  

 
  
Once it’s negated, everything else will be dropped trying to connect to our Gateway, except for 
Management_Net.  
  
Cleanup Rule  
  
Cleanup Rule – drops all traffic that wasn’t matched with other rules. Cleanup rule always placed last in the 
security policy.  
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Then, we add that object to rule 2  
  

 
  
  
Then fill the policy with the rules needed for your environment.  
  

 


