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VPN IPsec Site-to-Site
1. Create a VPN community object
New -> More -> VPN community -> Meshed Community

Q Search...
— & = | ¥ New.~
Destination VPN S Netwaork...
* Any % Any . | Network Objec Host...
. Gateways al Network Group
& CP_default_Office_Mode_... :x: vpn_for_ftp =

& 10.10.20.0_vpn_subnet Network Object , T ,
10
Service ’
nges 4
Custom Application/Site »
VPN C ity jects &
Star Community... ommuni b
ita CP_( r bes 4
& 1041 Meshed Community... Data Type »
* Any * A User »
Server »
Resource ’
Time »
UserCheck »
Limit...

2. Give a name to your VPN community and add Gateway you want to participate in building
a tunnel
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. vpn_for_ftp
Enter Object Comment

Gateways Participating Gateways
Encrypted Traffic All the connections between the VPN Domains of the Gateways below will
be encrypted.
Encryption
P + X Q Search...
Tunnel Management
Name Comments

Excluded Services

EA gw_cluster2
Shared Secret
Wire Mode

Advanced

G2 ThreatEmulation

® Add Tag

oK | | Cancel

3. Check if you want your Firewall accept all traffic that’s going inside that community
(Creates implied rules)

. vpn_for_ftp
Enter Object Comment

Gateways Encrypted Traffic

Encrypted Traffic [] Accept all encrypted traffic
The rule applies for all to internally managed community members.

Encryption
Log Traffic: (Defined in Global Properties, Log and Alert Tab)

Tunnel Management
Excluded Services
Shared Secret

Wire Mode

Advanced
&® Add Tag
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Uncheck to make your Firewall more granular for specific hosts, ports etc.
-> Like that

Source Destination Services & Applicat... Action Install On
1 * Any * Any * Any % FW1_topo @® Dprop B Log Y % Polig..
2 & 10.10.20.0_vpn_subnet & CP_default_Office_Mode_... 3 vpn_forftp % ftp-pasv @ Accept B tog &2 Threa...
& CP_default_Office_Mode_a... & 10.10.20.0_vpn_subnet “ ftp-bidir qw_cl...
., ftp
“ ftp-port

tep-high-ports

3 nup rule & 10.10.20.0_vpn_subnet & CP_default_Office_Mode_... % Any * Any @ oprop B Log % Poligy...
& CP_default_Office_Mode_a... & 10.10.20.0_vpn_subnet

4. Choose your Encryption settings for Phase 1 and Phase 2

~&&~  Lnter Upject Lomment
Gateways Encryption Method
Encrypted Traffic Encryption Method: | IKEv1 for IPv4 and IKEv2 for IPv6 only ~
Encryption P
Tunnel Management Encryption Suite
Excluded Services (O Use this encryption suite: | Suite-B-GCM-256 (AES-GCM-256, SHA-384, EC Di...
Shared Secret (®) Custom encryption suite:
Wire Mode IKE Security Association (Phase 1) -
Adianced Encryption Algorithm: | AES-256 - |
Data Integrity: | SHA1 v | .
Diffie-Hellman group: | Group 2 (1024 bit) v | —p
IKE Security Association (Phase 2)
Encryption Algorithm: | AES-128 = ’ :
Data Integrity: | SHA1 - | 2
More
E(E Security Association (Phase 1) ic
|| Use aggressive mode
IKE Security Association (Phase 2)
[v] Use Perfect Forward Secrecy
Diffie-Hellman group: ‘ Group 2 (1024 bit) v

[] Support IP Compression

5. Choose how you will build tunnel
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. vpn_for_ftp
Enter Object Comment

Gateways Permanent Tunnels

Encrypted Traffic [] Set Permanent Tunnels:

Encryption On all tunnels in the community

Tunnel Management On all tunnels of specific gateways Select Gateways...
Excluded Services On specific tunnels in the community Select Permanent Tunnels...
Shared Secret Enable Route Injection Mechanism (RIM) Settings...

Wire Mode Tunnel down track: | Log

Adipnced Tunnel up track: Log

VPN Tunnel Sharing
() One VPN tunnel per each pair of hosts
(®) One VPN tunnel per subnet pair
() One VPN tunnel per Gateway pair

6. |If there are any services, you want to exclude from your VPN. You can do It either here, or
inside the Firewall policy

. vpn_for_ftp
Enter Object Comment

Gateways Excluded Services
Encrypted Traffic The follqwing s.ervices are qclude§ from the community.
Connections with these services will not be encrypted
Encryption and will not match rules specifying the community in the VPN community.
Tunnel Management + X Q Search...
Excluded Services Name ‘ Comments
Shared Secret
Wire Mode
Advanced
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7. Pre-shared key can be used instead of a Certificate with Third Party vendors or Check
Point gateways that are managed by a different Management Server

_ vpn_for_ftp
Enter Object Comment

Gateways Shared Secret

|| Use only Shared Secret for all external members

Each external member will have the following with all internal
members in this community

Encrypted Traffic
Encryption
Tunnel Management

Excluded Services

Peer Name | Shared Secret
Shared Secret
Wire Mode
Advanced
® Add Tag
oK I ‘ Cancel

8. If you want to bypass your firewall stateful inspection
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. vpn_for_ftp
Enter Object Comment

Gateways Wire Mode

Bypass Firewall

[_] Allow uninspected encrypted traffic between
Wire mode interfaces of this Community members
Tunnel Management Wire mode routing - Allow members to route
uninspected encrypted traffic in VPN routing configurations

Encrypted Traffic
Encryption

Excluded Services

Shared Secret

. WireMode ¢
Advanced o
&® Add Tag
0K Cancel
9.
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vpn_for_ftp

Enter Object Comment

Gateways

Encrypted Traffic
Encryption

Tunnel Management
Excluded Services
Shared Secret

Wire Mode
Advanced

IKE (Phase 1)

Renegotiate IKE security associations every (minutes): | 1440

'%{

IPsec (Phase 2)

Renegotiate IPsec security associations every (seconds): | 3600

==

NAT
|v| Disable NAT inside the VPN community

Reset

‘ Reset All VPN Properties

@ Add Tag

oK | |

Cancel

10. Define your Encryption domain Inside the Gateways properties.

©: - | 9 Objects~ | @ Install Policy

Session ~

Columns: ‘@ General

Status Name

& gw_duster2

(] "3 Management

11. Do the same

& ThreatEmulation 17216101  R80.10 RO

Check Point Gateway - ThreatEmulation

General Properties

Check Point
SmartConsole

=) Network Management VPN Domain

Version i System Backup (O Al IP Addresses behind Gateway are based on Topology information

233 i3 Oo & [ VPN Domair
101012043 R80.10 e G @ Manually defined [ CP_defauit_Office_Mode_addresses_pool

17216104  R80.10 w 8 . ~ HTTPS Inspection
HTTP/HTTPS Proxy
Anti-Bot and Anti-Virus
Threat Emulation

- Threat Extraction
Platform Portal
UserCheck

- Mail Transfer Agent

~IPS
IPSec VPN
VPN Clients

‘ Set domain for Remote Access Community ...

thing for Other Gateways

12. Define your Peer IP in the following tab
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Columns: |® General

Status Name Version

10.10.120.43

R80.10

gw_cluster2

42 ThreatEmulation 172.16.10.1 R80.10
(] L'-‘g Management 172.16.10.4 R80.10
Summary Tasks Errors

ﬂ ThreatFmulatinn

- General Properties
= Network Management
- System Backup
- VPN Domain
- Proxy
- NAT
HTTPS Inspection
- HTTP/HTTPS Proxy
- Anti-Bot and Anti-Virus
- Threat Emulation
- Threat Extraction
Platform Portal
UserCheck

.
&

- Mail Transfer Agent

VPN Advanced
VPN Clients
- Monitoring Software bl

&

[#- Logs

IP Selection by Remote Peer
Locally managed VPN peers detemine this gateway’s IP address using the following method:
(® Always use this IP address:
(® Main address

(O Selected address from topology table: v
O Statically NATed IP:
(O Calculate IP based on network topology
(O Use DNS resolving:
Full hostname:
Gateway’s name and domain name (specified in Global Properties)
(O Use probing. Link redundancy mode:

High Availability:

Corfigure...
Load Sharing: e

Outgoing Route Selection

13 . If you have not enabled “Accept Encrypted Traffic” in the step number 3. You need to create firewall

rules.
No. e Source VPN Services & Applica Action Track Install On
1 * Any * Any * Any % FW1_topo @ prop E Log % Poligy...
2 & 10.10.20.0_vpn_subnet & CP_default_Office_Mode_... 3 vpn_forftp “ ftp-pasv @ Accept B Log &3 Threa...
& CP_default_Office_Mode_a.. & 10.10.20.0_vpn_subnet “ ftp-bidir & gw_d..
', ftp
“ ftp-port
tep-high-ports
3 nup rule & 10.10.20.0_vpn_subnet & CP_default_Office_Mode_... % Any * Any @ Dprop E tog #*  Poligy...
& CP_default_Office_Mode_a... & 10.10.20.0_vpn_subnet
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