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VPN IPsec Site-to-Site  
1. Create a VPN community object  

New -> More -> VPN community -> Meshed Community  
  
  

 
  
  
  

2. Give a name to your VPN community and add Gateway you want to participate in building 
a tunnel  
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3. Check if you want your Firewall accept all traffic that’s going inside that community 
(Creates implied rules)  
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Uncheck to make your Firewall more granular for specific hosts, ports etc.  
-> Like that  
  
  

 
  
  

4. Choose your Encryption settings for Phase 1 and Phase 2  
  
  

 
  
  

5. Choose how you will build tunnel  
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6. If there are any services, you want to exclude from your VPN. You can do It either here, or 
inside the Firewall policy  
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7. Pre-shared key can be used instead of a Certificate with Third Party vendors or Check 
Point gateways that are managed by a different Management Server  

  
  

 
  
  

8. If you want to bypass your firewall stateful inspection  
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9.     
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10. Define your Encryption domain Inside the Gateways properties.  
  
  

 
  
  

11. Do the same thing for Other Gateways  
12. Define your Peer IP in the following tab  
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13 . If you have not enabled “Accept Encrypted Traffic” in the step number 3. You need to create firewall 
rules.  
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